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Introduction

Welcome to lockbox, the online file transfer site which allows you to exchange information with
clients, suppliers and peers simply and securely.

Ly (2RI & Qald, fiedzird\sgnietinies tdozbiydo email and other systems for file transfer can
be complex (especially if firewalls are involved), making critical business information hard to
transmit securely. Lockbox addresses these problems by allowing you to ujésanf fany size or

type directly to the secure lockbox, from where they can be retrieved by your collaborators. And as
files are encrypted by lockbox on your computer prior to upload, theyotdnbe read by others

with access to the same lockbox.

A bizBx is aonline collaboration tool enabling you to share information with multiple people at the
one time- each bizBox represents a group of people that you want to share informationbidtBox
users register in their own right and may have multiple sokeelationships.

We trust that this manual will help you get up and running as a lockbexas quickly as possible.

We have captured a number of screen shots to assist you through our pro¢edselieve that our
process is intuitive andelfexplanatory as you progress, but we provide this manual as an ongoing
reference guide.

As always, we welcome your feedback and suggestions and if you need to contact us, please feel
free to call us on 1300 LOCKBOX (1300 562 526), (or +61 3 861id@8sidé Australia) during
business hours. You can also email usuport@Ilockbox.net

lockbox Quick Start Guide v4.5 Page 3 of 8 May 2010
Copyright © Lock Box Pty Ltd 2010. All rights reserved. http://www.lock-box.net (03) 8611 3910



mailto:support@lock-box.net

IOCkbOX } simply secure

Quick Start Guide

lockbox Quick Start Guide v4.5 Page 4 of 8 May 2010
Copyright © Lock Box Pty Ltd 2010. All rights reserved. http://www.lock-box.net (03) 8611 3910




IOCkbOX } simply secure

Start lockbox
Start using lockbox by going to our website at [0CKIOX } o e
http://www.lock-box.netand clicking y G KS ¢ 7
[ 201 0 2 E é sondedribwisers'may download but e
not run the Java start file in which case you may g

need to click on the download to start the e e,

application. B
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If it is your first time using lockbox the security Rl o o W o o e e

settings on your computer may require you to accef
a certificate or to trust lockbox. Should you see thes. oo oo o
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Please see the troubleshooting guide at thele this document for more specific help

Registering for the first time
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Ensure that the enail address is valid and that you

will be able tocheck messages to that address

promptly.

We will email you a confirmation code to verify your e-

mail address as shown here

From: "Notifications (Lockbox)" <notifications@lock-box.net>

Reply-To: notifications@lock-box.net

To: example@lock-box.net

Subject: Lockbox Notification

X-Originating-IP: 203.32.61.234

X-Rept-To: <plong@lock-box.net>

X-Rcpt-Original: <example@lock-box.net>

X-VirusScan: Message is clean (g_virus_cmd scanned message)

X-IP-stats: Notspam Incoming Outgoing Last 0, First 926, in=131154, out=2320, spam=0 Known=true ip=203.32.61.234

Your email address confirmation code is GHWQZBDGZD
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lOCKIDOX sessrscn rogress

Lockbox uses electronic credentials protected by a
passphrase to identify armglant access to users and as suc
your credentials provide the basis for your lockbox security
Unlike a regular passphrase we do not store the passphrage
Ay 2dzNJ aeadsSyz a2 LX SrasS OKz22aSsS | - as
forget.

We will now generate your coentials(your keys to the systerl) 6 dzi ¢S Qf f ySSR (2

save them so you can use them again lafére usual optiois toad foreYe& ONB RSy ikl £ & 20

onthe machine you are running on). Select the appropriate option for your situation.

Now that your secret credentials are generated you need tQ lockiox weer
back them up by either escrowing thd®toring them orour
serverprotected by your passphasg]sualoption) or storing
them elsewhere locally.If you store them locally, please
look after thebackup as loss of your secret credentials will
make it impossible for you to read files in your box.

Nowthat your
ethar on our server

IF you stors them kocally, phease kook st the backup a5 lss of you secret
credertios will mobe &t mpossble for you bo read les in your b,

the

¥
Security mens.

rrrrrr T T |

If you wish to back your credentials up again later you can gdo
so via the Security menu.

Logging in the first time

/ £ A Oljog rBeyiig at the bottom of the screen I0CKDOX | smovnee

File Security Wiew Help

0 Lock Boxes

91 OK (AYS @é2dz f213
dashboard.

Congratulatigp hax - simply secure!

fu have 1 pending invitation. Please click on the Flfe menu to accept it.

1F yourare-aBax Owner: Now that yu hauesreftered as a lockbox owner you can set up your lockbox(s) - as
per vaur plan. Login to lockbox using Manage Account” under the File tab in the menu bar and press "Manage

Boxes" then follow the prompts to "create” a lckbox, Once treated you can invitefuninvite/delete users to your

Note: in this case s the dashboard is bos by clicking on the *Manage” kab For your b in this appiication and entering the email address of the persan.

You'll see an “authorisation code” for each invited user. Lockbox will email your invited user letting them know of the

~ 7 4 £ w invitation. The person you are inviting will need this “authorisation code” from you to finalise their own box access

a K 2 g 7\ y 3 u K I' u e 2 dz and before you can upload/download Files with each other. You will need ko provide them this code as we do not
forward it to them as part of their registration process for security reasons.

= % % r
7\ y. Q 7\ u I u 7\ 2 y s 1f you are a Guest: You will receive an email from Lockbox with invitation details. The person inviting you will give
you an “authorisation code” which will you need to complete registration, Select “Accept Invitation” under the File
tab in the top menu bar, and fallow the process, If vou have not received an email or got the code, the person
inviting you has probably not completed the process at their end, Call them to discuss,

Click on File / Accept Invitation to
accept it¢ see page for more detailed
information.

Status: idle Unread messages: (n) BoxMame. Colour codings: blue - updated recently, red - not available
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Accept Invitation to join a box

Use this optionn the Filemenuto accept an

AYOBAGEGAZ2Y (2 22AYy |y23KSN) dzaSNDRE t201062E TNRY
within the lockbox application.

Invitations

Owner Box Label Invitation Date

i ockiox long... |demo bizBo 18Jan2010 [ Accept |
plong... 0 X Jan
File Security View et Help

) Lock Boxes

Kbox(s) - &5 per your

created you can

pnd entering the email
invited user letting

o finalise their own

this code as we do

e | |f there are invitations pending,
et they will be shown in the following

window. Selecti ! OOSLIi ¢ Yy SEI
the invitation you wish to accept.

P T T

[etN

Status: idle ed - not available

You will then need to enter your Invitation code as provided to you bydtidbox owneand
aSt SO0 a! O0SLIWi¢ed {SS GKS SIENIASNI aSOGA2y a{¢ot
information on ths process.

Trvtation Date
R T I e— - S—

=B
Help

Hbox(s) - 85 per your
crested youcan
pd erterng the emai
ivvited user letting
o ther own
this code as we do

Accepting nvation for bor. “demo bieox”
from user plongiBint Jodk-box.net

Irvviation Code ¢ yPH22|
Box Display Name:  demo bizBox

Frmshed

The last part of the process is for the box owner to confirmgounce this is done, you will be
able to start sharing files.
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